PRIVACY POLICY

Project Name: Storm Pass

Effective Date: February 23, 2026

Status: Active

1. OVERVIEW

This Privacy Policy describes how Storm Pass (the "Extension") handles user data. Our
primary goal is to provide a secure environment for password management while ensuring
maximum privacy.

2. DATA COLLECTION AND USAGE

In accordance with the Google Chrome Web Store User Data Policy:

Zero-Knowledge Model: We do not collect, store, or have access to your Master
Password or your decrypted database.

Sensitive data: The extension processes login credentials (usernames and
passwords). This data is stored locally on your device in encrypted form using the
Chrome Storage API. The cloud copy of this data is encrypted with the same key and
cannot be decrypted without knowledge of the Master Password.

Limited Use: We strictly adhere to the "Limited Use" policy. We do not use your data
for any purposes other than providing password management services (auto-fill and
storage).

3. PERMISSIONS DISCLOSURE

The Extension requires the following permissions to function:

alarms: To periodically synchronize the local database with the cloud version.
storage: To save your encrypted credentials on your device.

activeTab: To detect the URL of the website you are visiting and offer relevant
passwords.

scripting: To securely inject credentials into login forms at your request.

4. DATA SECURITY

Encryption: All data is encrypted using AES-GCM (or similar high-grade encryption)
before being committed to storage.



e No Third-Party Sharing: We never sell, rent, or share your data with third parties,

advertisers, or data brokers.
e Cloud Sync: Data is synced with cloud storage, but is stored there in fully encrypted
form. Decryption is only possible locally on your device using your master password.

5. USER CONTROLS

e Right to Erasure: Uninstalling the Extension will permanently delete all locally stored
information.

6. CONTACT INFORMATION

For any privacy-related inquiries, please contact:

e Developer: PE Spirin Viacheslav Vladimirovich
e Email: support@storm-pass.com
e Website: https://storm-pass.com
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